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What we did? Result

- Installed packages - Systems Drift
- Tweaked configs - Environments become inconsistent
- Applied quick fixes - Bugs are hard to reproduce
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Containers revolutionized application deployment

v

Standardized image format (OCI)

v

Portable and reproducible deployments

v

1 A Clear, versioned system definitions
PP

v

. Rich ecosystem of tooling and automation
<> | Baseimage

What if we applied this to the OS?

- ) fedora



OCl-Based Image Mode

Build » Deploy » Replace

(Instead of: Install > Modify » Drift)

) > The system is defined as an image
App App Image updates

> |t is deployed as a whole unit

Fedora Linux

> Updated by replacing the image

> Built on bootc (ostree, rom-ostree)
technology.
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App App

App App

Linux Kernel

Base Image

Base Image

Application Container Bootable Container
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Al/ML stacks
Perfectly version app dependencies from kernel,

GPU and accelerator drivers, frameworks, runtimes,

........................ e.tC.

Why Bootable [us]

CO nta INe I‘S? rollback instantly if needed. Better security/maintenance

Fast and reliable updates

Immutable OS with atomic updates. Test changes and

Deploy anywhere
From edge devices to entire fleets—manage OS and

app as one unit with familiar container tooling

Familiar Container Workflows
Use common toolchains and pipelines to build

containerized applications and the hosting OS.
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Immutability

"Immutability is not about stopping change — it is about controlling change — and
immutability by default is an important component of being secure by design.

[....] It is about being intentional about change.”

Matt Moore, CTO Chainguard
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https://www.chainguard.dev/unchained/the-principle-of-immutability
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Enter Bootc

The heart of bootable containers

e Manages a deployed bootc system
e [ransactional in place updates

e Supports rollbacks

e Integration with Podman

bootc

CNCF Sandbox Project: github.com/bootc-dev/bootc
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https://github.com/bootc-dev/bootc

Core Bootc commands

e boOOtc switch
e booOtc upgrade

e DoOOtc status

e bootc rollback
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Building Bootable Containers

# Build standard operating environment

FROM quay.io/fedora/fedora-bootc:44

# Install Packages
RUN dnf install -y \
vim \

tmux \

&& dnf clean all

# Copy config files/unpackaged apps
COPY [config files]

# Customize the system

RUN echo "Fedora bootc v1" > /etc/motd.d/bootc-demo

A Bootable OS in very few lines




BCVK: Bootc Virtualization Kit

Purpose: Production-ready tooling for converting bootc images into
local VMs for development and testing on Linux.

® Local Development: Test bootc images before deploying to production
® CI/CD Testing: Automated VM testing in pipelines
® Quick Prototyping: Spin up ephemeral VMs from containers

® No Infrastructure Needed: Test without cloud resources

qithub.com/bootc-dev/bevk

- ~ @ fedora



https://github.com/bootc-dev/bcvk

BCVK: Bootc Virtualization Kit

Three modes to run BCVK

® Ephemeral: Quick testing

o Podman-based, no disk creation needed
® Libvirt: Persistent VMs

o Full lifecycle management, survives reboots
® to-disk: Generate disk images

o QCOW?2/raw for deployment anywhere

qithub.com/bootc-dev/bcvk
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https://github.com/bootc-dev/bcvk

DEMO




What did we just see?

« To add htop and git, we didn't dnf install...

o We rebuilt an image
« TO update, we didn't dnf update...

o We switched to a new image (bootc switch)
« To rollback, we didn't restore a backup...

o We just selected the previous image
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Filesystem layout

Build time

L | Everything is writable. e.g. /usr, /etc, /opt, ...
FROM fedora-bootc:44

éRUN dnf install -y $my_ pkg
COPY $my_content |
RUN $my_script

Run time

Allimage content is read only
/var - RW, instance persistence. Not updated post install

/etc - RW, 3-way merge like Fedora CoreQOS.

Machine local state (hostname, static IP )

More at docs.fedoraproject.org/en-US/bootc/filesystem
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http://docs.fedoraproject.org/en-US/bootc/filesystem

What's new??

e Now part of Container Native Computing Foundation (CNCF)
o Currently a sandbox project

e system-reinstall-bootc
o Convert a package mode system into image mode

e Integration with systemd soft reboots
o sudo bootc update --soft-reboot=required --apply

e Use bootc upgrade --download-only ™ to pre-download

e bootc install factory reset
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What's next/experimental?

e composefs and sealed images!

o https:;/fedoramagazine.org/sealed-atomic-desktops-test-images/

o https:/bootc.dev/bootc/experimental-composefs. html

e \Wider cross distribution

e Opinionated Kubernetes integration via an operator

o aithub.com/bootc-dev/bootc-operator
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https://fedoramagazine.org/sealed-atomic-desktops-test-images/
https://bootc.dev/bootc/experimental-composefs.html
https://github.com/bootc-dev/bootc-operator

Connect with us!!

e Docs:
o CentOS/Fedora : https://docs.fedoraproject.org/en-US/bootc/getting-started/

o Bootc upstream : https://bootc-dev.qgithub.io/bootc/

e Bootc Github repo : https://github.com/bootc-dev/bootc
e BCVK Github repo: github.com/bootc-dev/bcvk
e Examples : https://qitlab.com/fedora/bootc/examples
e Chat:
o Slack channel : #bootc-dev

o Fedora matrix: https://chat.fedoraproject.org/#/room/#bootc:fedoraproject.org
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https://docs.fedoraproject.org/en-US/bootc/getting-started/
https://bootc-dev.github.io/bootc/
https://github.com/bootc-dev/bootc
http://github.com/bootc-dev/bcvk
https://gitlab.com/fedora/bootc/examples/
https://app.slack.com/client/T08PSQ7BQ/C08SKSQKG1L

Thank You

Github: github.com/gursewaki1997

LinkedIn: linkedin.com/in/gursewakm/

- ) fedora



